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Abstract
Tor, Silk Road, and Litecoin. Bitcoin artifacts now appear in forensic tools such as
Magnet Forensics Internet Evidence Finder (IEF). As the price of Bitcoins increases, it
could potentially price out participants. Litecoin provides a cheaper alternative attempt at
a peer-to-peer currency. Litecoin, like Bitcoin, also allows users to mine for profit. The
paper will go beyond what is taught in class by attempting profiling of users. The first
user will be browsing for, downloading and accessing Tor, and related sites. Our second
user mines for Litecoins and our third user has bought or sold Litecoins.
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1. Introduction to Virtual/Crypto Currencies

Litecoin is a virtual peer-to-peer currency. Introduced 7 October 2011 (Wikipedia
2014) it follows Bitcoin, first introduced 3 January 2009 (Wikipedia 2014). Virtual
currencies offer the possibility of anonymity to those seeking to move currency between

the physical and virtual worlds. Examples could be:
e Someone trying to hide money.
e Speculators.
e Someone trying to buy illicit goods on the internet.
e Someone trying to hide an exchange of goods or money.

Litecoin is, according to Kashmir (2014), one of the most lucrative in terms of
speculations with respect to financial gains. Crypto currencies are not currently straight

forward to purchase for the average user. Here is an example of Bitcoin/Litecoin:

WORLDWIDE, DECENTRALISED
PEER-TO-PEER NETWORK

Figure AAT Comment, 2013 Bitcoin: what is it and how does it work?.
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1.1. The Exchanges — Converting Physical Currency to Virtual
Currency

First of all the user has to find a way of changing their currency in the real world
into a virtual currency. For this they need the equivalent of a foreign exchange service.
On the internet these exchanges are currently unregulated. They also sit in different

geographical locations and are therefore covered by different legal jurisdictions.

To do the exchange some sites require identification which could lead to users
giving away more personal information than they would normally do. Once you have
converted the money into virtual currency the user then needs to decide where and how to
store it electronically. Once in an electronic format the virtual currency needs to be
adequately protected with encryption, password and backed up. Some users arrange to
exchange at an agreed price on line on the various exchanges and then meet in person to

exchange cash.

Indeed, Couts (2013) describes how users must first purchase Bitcoins to then be
able to purchase Litecoins. However, this is not the case as exchanges exist to buy and

sell the currency. One such site is https://litecoinlocal.org/ which will be examined in this

paper with some example transactions.

1.2. The Peer-to-peer client

The peer-to-peer client (P2P) is the software which connects the user to the
network to facilitate a transaction between two individuals without an exchange. All
transactions are processed by each client. When you open your P2P program it updates
itself from the network with all the transactions that make up the currency ledger. The

client is also used to send and receive payments.

Haid (2013) discusses the use of Tor and virtual private networks for anonymity
by those seeking to hide their identity. Virtual currencies have publicly available ledgers
known to all the peer-to-peer participants. Therefore an audit trail of transactions should
be possible to retrieve forensically from various sources. Anonymity will continue to be

an issue until such time that physical identity can be tied to transactions.
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Jules (2013) looks at anonymity and Bitcoins. This article confirms the issue
around the audit trail of a transaction. Whilst it discusses using Tor for anonymity there

are still points at which someone who wishes to remain anonymous has to trust another

party.

1.3. Mining

Litecoin has distinct advantages over Bitcoin. Payments cannot only be processed
quicker but mining is more efficient. Moreover, Litecoin can produce four times the
quantity of a virtual currency compared with Bitcoin. Perhaps most importantly Litecoin
can be mined by the average user whereas Bitcoin has now reached a stage where the
average user is priced out of the mining market in terms of hardware, power and cooling

required to mine for Bitcoins. (Wikipedia 2014)

As at 7 January 2014 Litecoin was trading at $25, and Bitcoin at $929. As Bitcoin
increases in value, does it make Litecoin increasingly attractive and accessible to

speculators?

Businesses and employers need to prepare for and be aware of the risk of malware
and employees who could use company resources for mining for their own personal gain.
Malware and organised criminals could also use corporation’s resources and personal
devices for mining. These resources might be in house, or cloud based such as Amazon
web services. One example which was highlighted in 2013 was Chadwick (2013) whose
Amazon cloud monthly spend went from $69 to $3493 after his account was hijacked by

a hacker and utilized for mining.

Google has recently found applications in its play store which when installed on
android devices, mine for crypto currencies. Smith (2014) found that of two applications
one had been downloaded “I to 5 million times”. In the code there was mining going on
in the background on the device. The phones that were infected with the mining malware

were found in Kirk (2014) to overheat or suffer a battery drain.

1.4. Digital Wallet
Whichever crypto currency is being investigated one of the key files to identify is

wallet.dat which is where the “physical cryptographic private key file is stored” (Heid,
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2013). This file could be crucial to a forensic examiner and provide a quick way of
identifying if other artifacts might exist. An examiner might also find a trail leading to a
USB or other data storage device where the wallet.dat may be held offline to protect the
data on it. With virtual currency applications being available for mobile devices as well
this file could be located anywhere. A forensic examiner should consider all devices if
trying to locate it. Malware may be of interest to forensic examiners as well with it being
used by criminals to attempt to steal wallet.dat from user’s devices (Barker, 2014). This
malware could be general malware such as a phishing attempt to gain access to a user’s
machine. This could then call a further command and control server to pull down
customised malware that looks for wallet.dat. It could be specifically built malware
designed purely to look for virtual currency files. As well as personal wallets, businesses

which accept digital payments may have a business wallet.

1.5. Example of the user process to do a transaction

Note this is after the user (Alice) having gone through the exchange. Alice has
changed her cash from physical or virtual and downloaded her virtual coins to her wallet.
So the user has already exchanged physical currency into virtual currency. Alice then
downloads the Litecoin client and installs it on her device. Alice then exchanges her
public address with Bob which in turn then allows Alice to receive 5 Litecoins from Bob.

Finally, Alice places her Litecoins in her digital currency wallet.dat file:

1. Alice creates a new address in her P2P software. Here is a Litecoin example
address (string of 33 characters) that gets created.

2. LVXXmgcVYBZAuiIM3V99uG4803yG89h2Ph
3. Alice gives the address (string) to bob so he can make payment to it.

4. Bob opens his digital wallet on his machine, enters his encryption key and

instructs the wallet to transfer 5 Litecoins to the address given him by Alice.

5. Bob then has the peer-to-peer client sign the transaction with the private key of

the address from where he is transferring the Litecoins.

6. The transaction is broadcast to the peer-to-peer network and is verified and

updated to the global ledger of transactions.
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7. Alice receives her Litecoins.

As transactions are public, they can be searched using this site

http://explorer.litecoin.net/.

Summary

Magnet Forensics has recently incorporated Bitcoin artifacts in their forensic
product — Internet Evidence Finder (IEF). This paper will not look at mining. Instead, it is
interested in looking for Litecoin artifacts or pointers to where evidence may be lurking

when examining cases involving virtual currencies.

Sandvik (2013) looked at forensic artifacts left by Tor on OS X, Linux and
Windows 7. The Tor version used was 2.3.25-6. The summary of the paper was to
identify artifacts left behind by the installation, use and removal of a Tor package.
Sandvik (2013) did not use a browser to install Tor but downloaded the program and

installed it.

This paper seeks to investigate this evolving field and conduct research using

three scenarios:

Scenario 1 — A user has a Windows 8 laptop, has installed Firefox, with no script
add-on and Tor on the laptop. They have browsed for “Utopia” and browsed the site but

have not made any purchases. They have browsed various Litecoin currency exchanges.

Scenario 2 — A user has a Windows 7 laptop, has installed the Litecoin
application. This then connects on the peer-to-peer platform to assist in currency

transactions. The Litecoin setup program is from https://litecoin.org/.

Scenario 3 — A user has used a Windows 7 laptop to buy Litecoins through a
Litecoin currency website. The user does not have the peer-to-peer program installed and

neither have they used any tool to hide their anonymity.

A record of the dates and times of the actions taken in the above scenarios can be
found in (section 2.3). For scenario three a summary of the live trades, (appendix 6.1.7),
breakdown of each trade, (appendix 6.1.8 —6.1.12) and a full email trail (appendix

6.1.13) can be found. For example, when the Litecoins were purchased through a regular
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browser, there is an audit trail. This will allow forensic tool findings to be confirmed later

when it becomes important to validate our tools results.
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2. Test Schedule

For validation of the testing there is a record below of the equipment utilised
along with the operating system and the scenario it relates to. The methodology covers

the approach to setting up the artifacts in preparation for the forensic tool.

The actions taken will assist drawing conclusions from the test results through

verification of artifacts and related timestamps.

2.1. Equipment utilised

The following equipment that was used for the analysis is as follows:
Scenario 1 - Clean Windows 8 SP1 Professional 64 bit laptop

Scenario 2 - Used Windows 7 SP1 Professional 64 bit laptop — running Litecoin

but not mining

Scenario 3 - Used Windows 7 SP1 Professional 32 bit laptop — having already
purchased Litecoins through P2P site https://litecoinlocal.org/.

2.2. Methodology

The methodology was to act as a normal user would do so that artifacts would be
created to test the forensic tool. It is difficult to define a normal user as everyone is
different. However, by using the three scenarios one would be able to obtain slightly

different results.

Scenario 1 — The methodology was to test what results Tor would hide in terms of
forensic analysis of a user’s behaviour. The user would simply download and
install the Tor browser. They would then activate the program and browse for
virtual currency websites. Originally it was planned to use the Silk Road website
but the site was subsequently taken down by law enforcement. Given the nature of
Tor and the obvious interest of law enforcement in its use testing was limited to

ensure just basic searches were performed.

Scenario 2 — The original methodology was to have a user who mined virtual

currency. However, this was more involved and required greater processing
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power so the methodology was changed to a user who is partaking in the peer-to-

peer network of a virtual currency.

Scenario 3 — Our final user is our most active. One wanted to create the majority
of “noise” in terms of forensic artifacts. To do this, real transactions were carried
out on genuine sites on the internet. Physical currency was changed into virtual
currency. The methodology being that the transactions would be identifiable

forensically and allow a forensic investigator to trace transactions made.

2.3. Actions Taken

2.3.1 Scenario 1
2.3.1.1 Scenario 1 — Windows 8 laptop

The date and time were recorded - 5 February 2014 12:09.

Internet Explorer web browser that was part of the original installation of the new

machine was opened.

Next, www.duckduckgo.com was entered as the website address in Internet

Explorer. This was followed by entering a search for “Tor browser”.
The Tor browser version 3.5.1 for Windows was downloaded.

Then, browsing to the downloaded Tor file a default installation is actioned taking

all the default steps.
With the Tor browser installed, the following search term was entered: “Litecoin”.

The website results were listed and “litecoinrates.com’ was viewed. Time

recorded at 12:21.

Next the following search terms were actioned one by one: “buy Litecoin”, “buy

Litecoin UK, “buy Litecoin UK exchange”, “Litecoin local”.

Interestingly, when “litecoinlocal .org” was next viewed, the default location was
set to France. The default location (France) was being picked up from the random
Internet Protocol (IP) address which Tor allocated to give anonymity. This is by design

and was outside the scope of this paper to warranty further investigation.
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The blog “mainstreamlos.blogspot.de” was viewed and time recorded at 12:33.

Then the search term “Utopia” was entered and viewed

“http://ggvowbfj3sehlm45 .onion”.

Finally at 12:40 the Tor browser was closed.
2.3.1.2 Scenario 1 — Windows 8 laptop — Forensic Capture
The date and time were recorded - 16™ March 2014 09:53.

Our forensic tool Internet Evidence Finder Triage runs from a USB stick. This
was plugged into this machine. Magnet Forensics product was then run from the USB
device and a full capture was actioned. This capture is not a bit by bit disk copy but a

low-level sector scan by the tool that then builds its own database file.

2.3.2 Scenario 2
2.3.2.1 Scenario 2 — Windows 7 laptop - running Litecoin program

The date and time were recorded — 6™ December 2013 20:01.

Internet Explorer was opened on the machine and a search for “Litecoin” was

entered from the default Google search page.
Litecoin version 0.8.5.1 was downloaded and installed.

Litecoin was then run on the machine and left running so that it could download
the transaction table for the peer-to-peer virtual currency network. Once the transactions

had caught up the Litecoin program was closed and the machine was powered off.
The date and time were recorded — 13th January 2014 10:11.

Internet Explorer was opened on the machine and a search for “Litecoin” was

entered from the default Google search page.

Litecoin version 0.8.6.2 was downloaded and installed. Hashes of this program
version were taken and these can be found in Section 6.1.5. Screen dumps were also

taken of all the files extracted for this installation and can be found in Section 6.1.4.
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Litecoin was then run on the machine and left running so that it could download
the transaction table for the peer-to-peer virtual currency network. Once the transactions

had caught up the Litecoin program was closed and the machine was powered off.
2.3.2.2 Scenario 2 — Windows 7 laptop — Forensic Capture
The date and time were recorded - 16™ March 2014 09:53.

Our forensic tool Internet Evidence Finder Triage runs from a USB stick. This
was plugged into this machine. Magnet Forensics product was then run from the USB
device and a full capture was actioned. This capture is not a bit-by-bit disk copy but a

low-level sector scan by the tool that then builds its own database file.

2.3.3 Scenario 3
2.3.3.1 Scenario 3 — Windows 7 laptop — Purchasing Litecoins

The date was recorded — 6™ December 2013.

The internet was browsed to the website litecoinlocal.org.

A purchase was made on litecoinlocal.org.

The date was recorded — 17" December 2013

The internet was browsed to the website litecoinlocal.org.

A purchase was made on litecoinlocal.org.
The date was recorded — 18™ December 2013

The internet was browsed to the website litecoinlocal.org.

A purchase was made on litecoinlocal.org

2.3.3.2 Scenario 3 — Windows 7 laptop — Forensic Capture
The date and time were recorded — 4™ April 2014 14:27.

Our forensic tool Internet Evidence Finder Triage runs from a USB stick. This was
plugged into this machine. Magnet Forensics product was then run from the USB device
and a full capture was actioned. This capture is not a bit by bit disk copy but a low-level

sector scan by the tool that then builds its own database file.
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2.4. Analysis
Now there is a forensic capture for each scenario. This is the evidence and

artifacts being sought after from each scenario:

Scenario 1:
Our user downloaded and installed Tor as described in Methodology 3.2. Our

search will be looking for web history artifacts relating to Tor.. We are also
looking for search terms entered with the Tor browser. We are also looking for
any virtual currency artifacts our forensic tool finds on the machine to see if our
user has any traces of using virtual currency.

Scenario 2:
Our user downloaded and installed the Litecoin program as described in
Methodology 3.2. We are looking for forensic artifacts that indicate use of a peer-
to-peer virtual currency network. Looking for other artifacts such as websites
visited in relation to virtual currencies will help differentiate between our third
scenario. In our third scenario Litecoins have been purchased but not in this
scenario. It will be good to compare.

Scenario 3:
Our user has purchased virtual currency in this scenario as described in
Methodology 3.2 Therefore we will be looking for web artifacts, storage of the
virtual currency. In particular we will be interested as to how the trades were
made, when they were made and perhaps most importantly who with and where

the forensic artifacts can be found.
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2.4.1. Scenario 1 - Win 8 Laptop Analysis of Capture

Following the actions taken there is now a forensic capture by our forensic tool Internet
Evidence Finder (IEF). The log file for this capture can be found in Section 6.1.14. This
file simply details the partitions on the disk that were scanned, the options selected for the
scan and the artifacts found, broken down by category. It should be noted that false
positives exist. Below (event 1) are the files produced on our USB forensic capture which
are created by the forensic tool. For completeness of capture for this machine, the

memory capture (.dmp) file was manually added.

|| wingtorproglaptoprarn, dmp 16/03/2014 10:53 CMP File 3,325,952 KB
|%| Bookmark 160372014 10156 Drata Base File 0kE
A tmpfcic3as2-83da-4449-50bc-93d8da%bdrdd 16)03/2014 12:39 FLW File 1 KB
| Case Information 16/03/2014 14:35 Texk Document 10 KB
|| Filker 16/03/2014 15:33 Data Base File 1KE
|%| IEFvE 16103/2014 15:33 Daka Base File 953,536 KB
E logging 16/03/2014 15:33 WinRAR ZIP archive 1 KB
|%) Search 1g/03/2014 15:33 Drata Base File 1EKBE
%) Searchilerts 16/03/2014 15:33 Data Base File 1KB

Figure 1 - Files created by IEF Triage (event 1).

Our next step to view the results was to launch the forensic programs report viewer. This
was selected as below (event 2) from the standard Windows menu where our program

was installed and selecting the IEF Report viewer.

Internet Evidence Finder w&

. “IEF Report YWiewer

54 IEF Timeline

E IEF w6 End User License Agreement

2 | Internet Evidence Finder w6.2 User Mar
¥ Internet Evidence Finder v6,2

M Uninstall Internet Evidence Finder

Figure 2 - Running IEF Report Viewer (event 2).
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The report viewer as you can see from (event 3) then prompts for the forensic files you
wish to examine by asking the user to click “here”.
File Edit Tools GoTo Help GoTo#: I IDefauItEncoding j Searct ‘4

Click Here to Load an IEF Case Folder

Figure 3 - Loading the IEF Triage file (event 3).

Next click on the word “here” in (event 3).

This loads the standard Windows interface to browse for files as shown in (event 4).

3

Open IEF Case Folder

=l [illy SARDU (F:) -
boak
fsecure

. IEF - Mar 15 2014 093235
SRR IEF - Mar 16 2014 105609 —
/ HTML Expart 2014-03-22_10-45-31
. IEFTriage
. ISO_EXTRA
. KMOPPLX

SA0MN]

Figure 4 - Navigating to the IEF Triage file source (event 4).
Select our case file from our USB forensic storage dated March 16 and click on ok as in

(event 4).
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Then wait while the artifacts are loaded (event 5).

3 IEF Report YWiewer w6 2.3 0001 - Case: 2

File Edit Tool=s S0 Ta Help

Fecowvered Artifacts I Items

Loading artifact tppes. .

Figure 5 - IEF Triage file loading the artifacts from the file source (event 5).

The tool presents a selection of artifacts sorted by this particular forensic tool’s

assessment heading (event 6).

et Pictures 0630

B videos 80z

= Social Metworking

n Facebook Chat 103

= Web Related

&  Browser Activity 7a05
@ Firefox Bookmarks 9
@& Firefox Downloads 2
& Firefox Favlcons 2
04 Firefox web Hiztory 2
Flash Cookies E
IE InPrivate/Recowvery LURLs 73
Internet Explorer 10-17 Content 104

|nternet Explorer 1011 DailpSwesk.. 293

Internet Explorer 10-11 kain Histar a0

@ Safari Backmarks 2

Figure 6 - IEF Triage file listing of artifacts (event 6).
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Next change the time zone to our geographic area where the image was taken from

(event 7).:

¥ Change Time Zone N =] =S
Time Zone Settings I Drate Formatting I

Time Zone Seftings
£ Usze my time zone settings : [UTC) Dublin, Edinburgh, Lizbon, London

= Use chosen time zone settings

Chaozen Time Zone

I[UTC] Coordinated Urniverzal Time ;I

— Apply Davlight SawvingsSummer Time

i+ Sawve lime zone information to bath Beport Wiewer and Case File
= Sawve time zone info to Casze File only

Save and Close Close without saving

Figure 7 - Changing IEF Triage Time Zone to match our forensic source (event 7).

Changing the time settings is critical to any forensic examination to ensure timings are

accurate.

Now we need to limit the artifacts to our particular investigation of Litecoin. You can
limit the number of artifacts shown through the search facility. So a search term of
“Litecoin” is entered in the scarch field (event 8).

b | | |Default Encading | Seach Ilitecnin

hal Sear... IIRL ‘wieb Page Title Artifact

Figure 8 - Searching IEF Triage file (event 8).

IEF then runs a search looking for Litecoin across the artifacts it has found (event 9).

it

Searching Pictures. .

Cancel
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Figure 9 - IEF searching (event 9).
Our search returns no results for the term “Litecoin” (event 10).

¥ Search Hits

Fil= Helps

Searched Artifacts I Itg

Mo Search Fesults

Figure 10 - No results from IEF Triage file search (event 10).

Next, run a timeline (event 11) of the artifacts found (event 2) to try and establish a

pattern of use which should reflect our actions taken for Scenario 1.

\S]

" IEF Timeline

IMELINE

NTERNET EVIDENCE FINDER

Loading Artifacts

Cancel

Figure 11 - Running IEF Triage Timeline (event 11).
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The tool then presents the timeline (event 12):

File: Tools

All Results 2012
Refined Results
Web Related All Results
Media
Malware/Phishing URLs

Jan Apr

Jan2012 Jul-2012 Jul-2013 Jul-2014

All Results

Figure 12 - IEF Triage Timeline file (event 12).

The timeline results look strange (event 12). The machine was purchased around 23

December 2013 but the timeline runs from 1% June 2012 to 16 March 20142

This paper will not look further at this as there is a specific task to do, but it may warrant

further investigation if evidence being sought is not found.
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When clicking on a specific area of the timeline, it shows us the artifacts it has found and

the period of these events (event 13).

000 ase N [=] 3
d
b Re d f

() All Results - 235 records out of 235 &)
oy | Date (UTCA ocal+0:00 | Artitact Detailz |;
07/01/2014 024215 Pictures Date Column[z]: Date/Time - UTC [wyy-rm-dd). Last Accessed DatesTime - UTC [yyy-mm-dd], i

07./01/2014 11:19.25 Pictures Date Calumnfs]: Dater/Time - UTC [puy-mm-dd], Last Accessed Dated/Time - UTC [wyy-mn-dd], .

07/01/2014 11:33.23 Pictures [rate Column(s): DateTime - UTC (wwy-mim-dd). Last Accessed Dates/Time - UTC [wwy-mm-dd). ..

07/01/2014 11:33:23 Internet Explarer 10-17 Content URL: http://t-em.s-msh.com/sc/css/ 27 /8348a67echdded 392437 F4caB08cad. oz, Date Column,

URL: http:/Awst.s-misn. com/fidenstmc/32.png, Date Column(z): Last Visited D ate,

070 22 Internet Explarer 10-17 Cantent
2l Intemet Explorer 10-11 Content URL: hty
LIBL: htty

UTC [y...

Intemet Explarer 10-11 Content

Figure 13 - Viewing correlated artifacts on the IEF Timeline (event 13).

In the example above there are 235 events with the majority on the 7 January 2014 but

two on the 13 January 2014 (event 13).

The next largest group of artifacts moving forwards in time is represented by the tool

with a large blue indicator.
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Click on it to see a snapshot of the artifacts it represents (event 14).

0D = |E|| X

All R

(@) All Results - 804 records out of 804 ®)

o | Date [UTC/Local+0:00.. o | Artifact Detailz |;
05/02/2014 10:58:15 Pictures Date Calumn(s): Date/Time - UTC [pyy-mm-dd). Last &ccessed Date/Time - UTC [wowy-mm-dd),
05/02/2014 12:01:43 Pictures Drate Columnls): Date/Time - UTC (wwy-mm-dd). Last Accessed Date/Time - UTC [wwy-mnn-dd), ..
05/02/2014 12:02.00 |E InPrivate/Recovery URLs URL: hitps: /A torpr, Date Column(s]: File Creation D ate/Time - UTC [wyy-mm-dd), Record N..
05/02/2014 12:02.00 |E InPrivate/Recovery URLs URL: hitps: /v, google. co.uk/, Date Column(s): File Creation D ate/Time - UTC [wwyy-mm-dd), ...
05/02/2014 12:02.00 |E InPrivate/Recovery URLs URL: http:/Awindows. microsoft. comden-gbAwindowshow-to, Date Column(s): File Creation Date/...
05/02/2014 12:02.00 |E InPrivate/Recovery URLs URL: http:/ Ao avast. comden-gbdindes?utm_expid=22755838-28 BEGcMdyEQ TiOMHOKDXE..
05/02/2014 120200 |E InPrivate/Recovery URL: URL: http:/ e avast. com/en-gbS Bi+00a, D ate Colurnn(s]: File Creation D atedTime - LTC [py. =

Figure 14 - Viewing correlated artifacts on the IEF Timeline from our actions (event 14).

There are 804 artifacts in the timeline period above (event 14).

() All Results - 805 records out of 805

Date [UTC/Local+0:00 dd-mpm-pw) Artifact

Detailz

05 4

05/02/2014 12:01:43

05/02/2014 12:02:00

Picturez
IE InFrivate ey URLs
IE IrPrivate/Recovern URLs

Figure 15 - Viewing Tor artifacts on the IEF Timeline from our actions (event 15).

In the timeline (event 15) one can see the first possible reference to Tor use on the

machine. To validate this, a search for www.torpr is entered back on the main IEF screen

(event 16).

I Default Encoding

j Search: Iwww.t-:urpr

Figure 16 - Searching for Tor artifacts (event 16).
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When the search is complete, IEF presents a list of 23 hits in our artifacts that can be
investigated further (event 17).

File  Help

Searched Artifacts Itemsz

El Web Related

@  Browser Actiiy 1
@ Firefox Bookmarks 1
@ Firsfor Dowrloads 1
@ Firefoxweb Histany 1
IE InFrivate/Recoveny URL: 12

Internet Explorer 10-11 DailyAwieek... 3

[ntermet Explorer 10-11 Main Histore 4

Figure 17 - Hits found from a search for Tor (event 17).

= Web Related 7. hiy .torproject... PhysicalDrivel - Partiti..  File o

@ Firefox Bookmarks 1
@ Firgfor Downloads 1
@ Firefox Web History 1
IE InPrivate/Recovery URL: 12 |
4
Internet Explorer 10-11 Dailv week. 3
Previous | Showing resultz 1 -1 of 1 Mext
Internet Explorer 10-171 Main History 4 |
[ e =
URL hitps Jwww. forproject. org/download/
User Agent (not found)

PhysicalDrivel - Partition 4 (Microsoft NTFS, 100.38 GB) TI310365004A [C:]
(Al Files and Folders) -

Source [ROOTWsers\daves mithppData\LocalMicrosoftinternet
ExploreriRecovery\lmmersive\Active'{51A5F 23B-BE5D-11E3-BEBS-
827942576044} dat

Located At File offset 3313

Figure 18 - First hit confirms an Internet Explorer artifact for the URL (event 18).

Clicking on the first artifact in the list “Browser Action”, you now see a URL for the

TOR download (https://www.torproject.org/download/) (event 18).

Also we have a user profile from our Windows machine — Dave Smith. (Event 18)
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[Moearchhits 15
File  Help [Evidence. =] GoTod| , [Defaut Encoding =
Sistelhed il | # | URL ” File: Creation D ate/Ti... | Local MAC Address Source
= Web Related 7 hittps: v torpr 05/02/201412:02:00 | 92-79-42-57-60-44 PhysicalDrivel - Pal
@ Browser Activity 16 hitps: /A tarproject. arg/download/download-easy. html.en 05/02/2014 12:02:00 92-79-42-67-60-44 PhyzicalDrivel - Pa
@ Firefox Bookmarks 20 hitps: Ao borprl 05/02/2014 12:02:00 92-73-42-57-ED-44 Physicallrivel - Pal
@ Fisfox Downloads 22 hitps: /v borproject orgy 05/02/2014 12:02:00 92-73-42-57-6D-44 Fhysicallrivel - Pa
“' Firefox Web Histary 40 hitps: /v tarproject. orgddownload/download-easy. html.en”' 05/02/2014 12:02:00 92-79-42-57-ED-44 Physicallrivel - P4
-] | 41 hitps: /v tarproject. ora/donate/thankyou 05/02/2014 12:02:00 9I2-TS-42-5?-BD-44 Fhyszicallrivel - Pa
4 3

Intemet Explorer 10-11 Dailp/ |

Figure 19 - Further hits confirming Internet Explorer artifacts for Tor (event 19).

Using the menu on the left hand side you can browse the different artifacts found (event

19). The forensic tool adds a sequence number to the overall list of artifacts. These can be

viewed, particularly our Tor artifacts, in time order (event 20).
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# IRL Crezcription File Creation Date/Ti...
v hittpa: A A torpr -Mot Found- 050242014 12:02:00
16 https /v torproject. orgddownload/download-eazy biml.en Mot Found- 05/02/2014 12:02:00
20 hitpeddenen torprl Mot Found- 05/02/2014 12:02:00
22 hitpe A fven tarproject. orglf -MHat Faund- 05/02/2014 12:02:00
40 hitpe v tarproject. orgddownload /dovnload-easzy html.en'' -Hat Faund- 05/02/2014 120200
41 hittps v torproject. org/donatethankyou -Mot Found- 050242014 12:02:00

# s [ URL Last Visited Date/Ti..

38 davesmith | https: v torproject. org/ 05/02/2014 12:14:44

39 dawvesmith  https:dwean borproject. orgddistAtorbroweser /dist/torbrowser/3.5.7 Atorbroseser-install- 2.5, _en-US . exe 05/02/204 121514

40 davesmith | https:/Awea torpraject. org/download/download/download-easy. himl.en 05/02/2014 12:14:53

41 davesmith | https: v borproject. org/download/download-easy. himl.en 05/02/2M4 127150

# Uzer LRL Last Visited [rate/Ti..

9 davezmith hittpe: Aeen tarproject. org/dovwnload/download-eazy. ktml.en 240205121501

10 davesmith hittpe: e tarpraject. argl 20140205 12:14:44

18 davesmith Host: v borproject. org 24-02-05 121444



dd

Title

URL

Date Added Date/Ti.. Lazt Modified Dates..

Bookmark. Type

1

Learn more about Tor

https:/ A tarproject. argl! 08/02/2014 12.18:52 0s/02/2014 1218562

Bookmark ltem

Figure 20 - Tor related artifacts in time order (event 20).

The timeline (event 14) so far shows us related activity between 5/2/14 12:01:43 and
5/2/14 12:40:25.

In Scenario 1 search terms were entered into the Tor web browser in an attempt to create

artifacts. These search terms were then entered in our forensic tool to search for artifacts

(event 21):
e Litecoin
e Buy
e UK
e Exchange
e Local
o

IEF Report Yiewer v6.2.3.0001 —Case: 2

File:

-

Mainstreamlos.blogspot.de

http://ggvow61j3sehim45.onion

Edit Took GnTo  Help m GoTo#: l_ L IDefauIl Encading j Search: Iwallal.dat

;I # Search Term SearchE | | URL | Wb Page Ti | Artifact | Al
1 3 hittp: /tisubdomaink. tiles. virualearth net/tles/dp/content Pp=tta={quadkey} nia Browser Sctiviy 15,
2 my ip Bing hitp: /v bing. com/search ?g=my+ip&form=IE 10T R &src=IE 10T R&pc=tAT IS Mot Found- |E InPrivate/Fecovery URLs 3
3 my ip Bing hitp: /v bing. com/search 7g=my+ip&form=IE 10T R &src=IE 10T R&pc=tAT IS Mot Found- |E InPrivate/Fecovew URLs 17
4 tor hitps: /¢ duckduckgo. com/ fg=tor Mot Found- |E InPrivate/Recoveny URL: 19
5 anti vius windows 8 Google https: /v google. co.uk Ho=anti+virus+windowsz+8 Mot Found- |E InPrivate/Recoveny URL: 28
[ Chud Google hitps: /#googleads. g.doubleclick. net/pagead/ dit/si 7p=Cadbut=AFAKOALALALL.  -Not Found- |E InPrivate/Recovery URL: 45
7 tar https: /¢ duckduckgo. comdfg=tor Internet Explorer 10-17 Main .. 11
8 my ip Bing http: /e bing. com/search Pq=myp+iptform=IE 10TR &erc=IE 10T Ripe=MATMIS Intemnet Explorer 10-11 Main .. 36
9 tar https:/#duckduckga. com/Pg=tar Intemnet Explorer 10-11 Daily.. 21
10 myip Bing http: /v bing. com/search q=my+ip&form=IE 10TR &src=IE 10T Ripe=MATMJS Intemnet Explorer 10-11 Daily.. 29

Figure 21 - Search query validation of actions taken (event 21).
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All our test searches return a negative response and show no artifacts. Finally a search for
wallet.dat is entered as we are looking for virtual currency activity on this machine. This

also returns a negative response and shows no artifacts found.

2.4.2. Scenario 2 - Win 7 Laptop (running Litecoin) Analysis of Capture
Following our actions taken we now have a forensic capture by our forensic tool Internet
Evidence Finder (IEF). The log file for this capture can be found in Section 6.1.15. This
file simply details the partitions on the disk that were scanned, the options selected for the
scan and the artifacts found, broken down by category. It should be noted that false
positives exist. Below (event 1) are the files produced on our USB forensic capture which
are created by the forensic. For completeness of capture for this machine, the memory

capture (.dmp) file was added manually.

After IEF Triage has completed these are the capture files (event 22):

%) Bookmark 23M03/2014 11:14 Diata Base File OKB
|| Case Information 24/0302014 22:14 Text Dacurnent qKE
|1 IEFCase 25/0302014 0637 IEF& File 22 KB
|| Filker 25/0302014 06:37 Daka Base File 1 KB
|%| IEFvE 25/03)2014 06:37 Daka Base File 2,106,305 KB
%) Search 25/03/2014 06:37 Diata Base File 1KB
%) Searchélerts 2500302014 06:37 Diata Base File 1KB
E lagaing 2510302014 06237 WinRAR ZIP archive 1KB

Figure 22 - Files created by IEF Triage (event 22).

The report viewer is then run (event 2) and the case folder loaded (event 3) above (event

22) is selected. IEF then loads the artifacts (event 6).

¥ IEF Report Yiewer ¥6.3.2.0002 - Case: 3

File  Edit Tools GoTo  Help
I Evidence. .. j GoTo#f; I— 4,
FRecovered Artifacts [terms
Bl Peer to Peer
@y Ares Search Keywords 10
Bitcoin Addresses 1
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Figure 23 - Bitcoin artifact hit (event 23).

IEF has found what it thinks is a Bitcoin artifact (event 23).

=a=i= =] ._l T, I -
i 4 | Addresz Skat... Public Key Encropted Private ey
1 LRwHGzaak O 7 ik ud=0aT 2k W E AL 454w Active Mot Found-  -Mat Found-

Figure 24 - Bitcoin artifact hit (event 24).

Address
Label
Status
Public Key

Source

Located At

Evidence Number

Encrypted Private Key

LRwHGzgaMOQTaitfkud XOAT 2 KOQWEXCA Siu

[not found)
Active

-Not Found-
-Not Found-

PhysicalDrivel - Partition 2 (Micrescft NTFS, 287.89 GB) [C:\] (Al Files and Folders)
[ROOTIUsers\switch2itwppData\Rocaming\Litecoinwallet.dat

File Offset 53283
Physical Disk 0

Figure 25 - Bitcoin artifact hit (event 25).

IEF has located one virtual currency Litecoin artifact (event 24,25). This is the wallet.dat

file commonly associated with peer-to-peer currencies.

Next doing a search of “Litecoin” across all the artifacts IEF has found on our disk (event

26).
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File  Edit Tools GoTo  Help
I Ewidence... j GoTo#: I oy I Default Encoding j Search: Ilitecoid oy
Recovered Artifacts | Itemsz | I:I =y | - | Address || Stat. Public Key
=
Peer to Pesr LRwHGax NahFoufith
Wy Ares Search Kepwonds 10

Social Metworking

E Web Related

@ Browser Activity 14517 Searching Internet Explorer Cache Records... howing result
4} Google Maps 1 | X U -
' |E InPrivate/R URL 1245
nETvate, ECOWETY g
. Intemet Explarer 10-17 Content 12678 2fKQWEXQ4Y
Figure 26 - Search for Litecoin artifacts (event 26).
-

File  Help
Skin Tone \J— 14 IHash Categary.. levidence... _'_] GoTo#: I & IDefauItEncodmg -
Searched Artifacts | Items | | A
E Media @ @ . /_,I

P.hbitcoin.pn PuAbitcoin_ter  P.Abitcoinicn  Puhbitcoinicn  PoAbitcoinicn  PoAbitcoinicn PLAbitcoin.icn
= Web Related
@ Browser Activity 28
\ |E InPrivate/Fecovery URLs 12 P.Abitcoinicn  PLAbitcoinicn  PAbitcoin.icn
¢ Intemnet Explorer 10-11 Cantent 160 mn Gio To Page: I— 2 Showing results 1 -10 of 10 n
¢ Intemnet Explorer 10-11 Dailpwfeek.. 25
&
* Intemet Explorer 10-11 Main Histany 22 \_E

Figure 27 - Resulis of a Bitcoin search parameter in IEF (event 27).
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R T e T
G File Edit Tools GoTo  Help L‘]
o [Evidence- < GoTot [ ~ | Defaul Encading ] Search [bitecin A b
Recovered Artifacts | Items | Iil yoy | - | Search Tem Search .. || URL | ‘weh Page Title Artifact ﬂ J;|
=) "
IEF Refined Results 1 lirecain. org/uparade: Bing http: /v bing.cam/. Intemet Explorer 1
5 Classifieds URLs 1042 2 litecain, org/upgrade Bing hittp: /2w, bing.com/... Intemet Explorer 1
= Cloud Services URL: 5 3 /feategories/miner-con.. hitp: forum. give-me-c... Intemet Explorer 1
n Facsbook URLs 632 4 lirecoin org/uparade Bing hittp: /v bing. com/... Intenzt Explarer 1
%, Malware/Phishing URLs 5 5 litecoin orgéupgrade Bing hittp: A bing.comd.. | nda Errowzer Achivity
B litecain arg/upgrade Bing http: /v bing.com/.. -Mot Faund- IE InPrivate/Reco
% Rebuit'webpages 1 7 lirecain, org/uparade: Bing http: /2w bing.com/.. Mot Found- |E InPrivate/Reca
& Sorial Media UALs a7 2 litecoin orgéupgrade Bing hitp: /e bing.com.. Mot Found- IE InPrivate/Reco
€) Torent URLs 4 ] litecain. org/uparade Bing http: /v bing.cam/. nia Browser Activity
7] 10 litecoin.orgfupgrade Bing http: 2w bing.com/..  nda Browser Activity
Chat
11 litecoin org/upgrade Bing hitp:/fvwenen bing.com/..  nda Browser Activity
B Media
i 12 /plugindimonline http: ##forum. give-me-c. Intemet Explorer 1 =
@ Carved Video 788 13 Zplugindimanline hittp: A7 forum, give-me-c... Internet Explorer 1
- 4 | ’ [
& Pictures 52174
& videos . Bl cotorae a Showing results 1 - 1371 of 1371 BB
=l Peer tn Paar LI| |@|£|J|
- Alerts | . Bookmarks ||jChat Threading | [ Filter | | Search | 4 Tirneline I @ World Map |

Figure 28 - Results of a Bitcoin search parameter in IEF (event 28).

We can see from entering Bitcoin as a search parameter that the forensic tool still gives
us other virtual currency artifacts (event27/28). The Litecoin and Bitcoin images could
suggest a peer-to-peer currency program has been installed at some point (event 27).
Furthermore, we can see “Litecoin.org/upgrade” URL entries suggesting a user has been

looking at the upgrade page for the Litecoin client on the Litecoin website

www.litecoin.org (event 28).
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File  Help
I Evidence.. 'I GoTott: -, | Default Encoding 'I
Searched Artifacts | Items |L & | Search Term Search Engine “web Page Ti.. Artifact
= [EF Refined Results e Bing
n Facebook URLs q 5 litecoin. org/upgrade Bing hittp: /A bing.com/.. n/a Browser Activity 276
B litecoin. org/upgrade Bing hitp:/ fwwvwen. bing.com/.. | -Mat Found- IE InPFrivate/Recovery .. 20
!;_ Sonial Media URLs 199 8 litecoin. org/upgrade Bing hittp: /A bing.com/.. -Mat Found- |E InPrivate/Recovery .. 22
=] litecoin. org/upgrade Bing hittp: /A bing.com/.. n/a Browser Activity 325
E Media ; ] -
10 litecoin.orglupgrade Bing hitp: 4 fwweaea bing.com/ . nfa Browser Achivity 326
& Fictures 250 11 likecoin.org/upgrade Bing hittp: /A bing.com/..  n/a Browser Activity 328
B Peer to Peer 42 | litecain Google hittps: //www.google.c..  -Mat Found- IE InPrivate/Recovery .. 105
— 44 likecoin mining Google hitpz: /v google. c. Mot Found- IE InPrivate/Recovery 109
Bitcoin Addresses 1
46 likzcain mining Google hittps: //www.google.c..  -Mat Found- |E InPrivate/Recovery .. 119
B Social Networking 47 | litecoin mining poal Google https: /fwwgoogle.c.. | -Mot Found- IE InFrivate/Recovery .. 123
n Facebook Pages 5 70 ltecoin mining Googls hittps: v gongle Mot Found- IE InPrivate/Recovery . 178
8.. | litecain Google hittps: /7w google.c.. Mot Found- |E InPrivate/Recovery .. 5E1 -
E Web Related 4 | J
% Browser Activity 1] ﬁ Go ToPage: - Showing results 1 - 132 of 132 ﬁ »
A} Google Maps 1 LI | | & | | = |

Figure 29 - Results of a Litecoin search parameter in IEF (event 29).

Looking at the search queries that have been entered one can see artifacts found by,
the forensic tool. These entries have been entered into Internet Explorer. One can

identify “Litecoin”, “Litecoin mining”, Litecoin mining pool”. (Event 29).

.7 IEF Report Yiewer v6.3.2.0002 - Case: 3
File  Tc
All Results
Refined Results
Chat All Results
Web Related
Media

All Results

Figure 30 - Results of Timeline for this machine (event 30).

The timeline shows the testing activity with a large blue oval on this machine (event 30):
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IEF Report Yiewer v6.3.2.0002 - Case: 3

File  Tools  About

All Results 2008 2 2015
Refined Results
Hov-2013 - Dec-2013: 14255 Records
Chat All Results —
Web Related
Media

Figure 31 - Results of Timeline records for this machine (event 31).

Comparing our actions taken: Scenario 2 on the 6th December 2013 (event 31).

IEF Report ¥iewer ¥6.3.2.0002 - Case: 3 -

File  Tools  About
All Results 2008 202 2016

Refined Results

Chat All Results
Web Related

Media

Figure 32 - Results of Timeline records for this machine (event 32).
Then comparing our actions taken: Scenario 2 on the 13" January (event 32).

Our testing activity was actioned on the 6th December 2013 and 13 January 2014. Our
timeline is consistent in that it shows many artifacts around this period. Now to

investigate the detail.
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3
All A
() All Results - 1000 records out of 14255
. | Date/Time - [UTC].. Artifact Details
06242013 20:01:23 Intermet Explarer 10-11 Main Hist..  User: switchZit, URL: https://litecain. arg/dovwnlaads/win32/litecoin-0.8.5.1 -win)

[ 013 20:07:23 Internet Explorer 10-11 Main Hi 3EI Zit, URL: https orgédownloadswin32, 1w

06242013 20:01:23 Intermet Explarer 10-11 Main Hist..  User: switchZit, URL: https:#/flitecain arg/dovwnlaads win32/litecoin-0.8.5.7 -win)
06242013 20:01:23 Intermet Explarer 10-11 Main Hist..  User: switchZit, URL: https:#/flitecain. arg/dawnlaads win32/litecoin-0.8.5.1 -win)
0B/ 242013 2000128 Intermet Explarer Cache Records . URL: httpa: /litecain.argfimages/linus-send. prg, Uzer switchit, File Mame: lin
06242013 20:01:29 Intermet Explarer Cache Records . URL: https: /Alitecain.org/downloads Amin32litecoin-0.8.5.1-win32-zetup.exe, D
ol O T o B B T P o s L} “E | Il L [ H.J INT=] L-\W | | =) M‘j").'l'l e el i | 'u":l".l L H

Figure 33 - Download of Litecoin-0.8.5.1 for Windows platform (event 33).

Looking in more depth (event 33) one can see the time matches the actions taken where
Litecoin version 0.8.5.1 was downloaded. One can also see the executable file that was

downloaded as Litecoin-0.8.5.1-win32-setup.exe.
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2.43. Scenario 3 - Win 7 Laptop (Purchase Litecoins) Analysis of Capture

Following our actions taken there is now a forensic capture by our forensic tool Internet
Evidence Finder (IEF). The log file for this capture can be found in Section 6.1.16. This
file simply details the partitions on the disk that were scanned, the options selected for the
scan and the artifacts found, broken down by category. It should be noted that false
positives exist. Below (event 34) are the files produced on our USB forensic capture
which are created by the forensic. For completeness of capture for this machine, the
memory capture (.dmp) file was added manually. This machine is where it is expected to

find the most activity from our actions taken.

% IEFve 07fo4/2014 12:31 Data Base File 4,194,303 KB
|| IEFw&. db-shm 07/04/2014 12:26 DE-5HM File 17,664 KB
|| Searchilerts, db-wal 07 04f2014 12:20 DB-WaL File 0 kE

1) lngging 07 04/2014 12:16 Compressed (zZippe. ., 1 KB
|| IEFwE, db-wal 07 /04)2014 12:14 DE-wWAL File 2,310,595 KB
|| Case Information 07/04f2014 11:58 Textk Document 12 KB
1| IEFCase 07f04)2014 11:538 IEF& File 22 KB

Figure 34 - Files created by IEF Triage (event 34).

The report viewer is then run (event 2), the case folder loaded (event 3), IEF then loads

the artifacts (event 6) and Timezone changed (event 7).

On loading the artifacts, there is an immediate Bitcoin artifact “hit” on this machine as

well (event 35):
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LG 40U eBnezkFDA2d5wdszL FACE&EZE) Active Mot Found- -Mat Found-

[ I
E Go ToPage: I 2 Showing rezultz 1-1 of 1 E

i
lAddress LWG4UUeBnezkFDB3d5wasz L FACBAKZKBGY
Label (not found)
Status Active
Public Key -Mot Found-
Encrypted Private Key -Mot Found-

PhysicalDrivel - Partition 1 (Micresceft NTFS, 141.55 GB) THO2T1TPOA [C:] (All Files
and Folders) - [ROOT]\Users\dmvippData\Roaming\Litecoinwallet.dat

Located At File Offset 58035

Source

Figure 35 - Files created by IEF Triage (event 35).

On our test machine the file structure that is left by the install of the Litecoin client (event
36) is then investigated further. Here one can clearly see the wallet.dat file. There is also
a peers.dat file that holds a list of IP addresses that the program connects to through the

peer-to-peer virtual currency network.

Marne “ | Diake maodified | Tyvpe | Size |
) blocks o0& 1212013 16:14 File Folder
J chainstake 06/12/2013 16:13 File Folder
| ok 0&/12/2013 16:12 LK File OKE
L /db 06f12/2013 16:12 Text Docurnent OKB
|| debug 06/12/2013 19:39 Text Document 197 KB
|| peers.dat 05/12/2013 19:39 DAT File 2KB
|| wallet.dat 05/12/2013 19:34 DAT File G5 KB

Figure 36 - Files created by Litecoin install (event 36).
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For the purpose of this project the hashes of the peers.dat and wallet.dat files were taken.

MD5 Hash of wallet.dat 3¢928c516ct53338fde30b563c98ccbf

SHA1 Hash of wallet.dat dc798f70c9694a8ccdad1b3dftfc087{f91c740b
MD5 Hash of peers.dat fbe71c09d316f156d924cbed662104ea

SHA1 Hash of peers.dat 71ed864680383e05¢c22ccd4cbee2f7fd4ba01359

Next another search is then actioned for “Litecoin” across the artifacts:

Default Encoding ;I Search: Ilitecnin =

_|_I;I 11 | Al Address I Label |

Quick Search QA
. Searching Browser Activity.

Cancel

Figure 37 - Artifact search for “Litecoin” (event 37).

| Eviderce... LJ GoToif: | oy I Default Encoding j

Searched Artifacts | Items | Ii | = | LastVisited Date/Ti.. | URL Title Wisit
= [EF Refined Results 2. 0142 hittp: / AliRECN erate.orgdc/..  |BEEEIR Exchange Ra..

@ Malware/Phishing URLs 3 2. 22032014 211839 http: //litecoineschangerate.orgs Litecoin Exchange Ra.. 1

1 Parsed Search Querics 41 2. 22/03/2014 211810 hittp: A Ay litecointicker. co.uk/ £0.00 GBF Liteoin Tie.. 2
@ Febult webpages 12 2. 22032014 211813 https: /v google. co.ukAg=litec.. | Google 2
!_;_ Sacial Media URLs 5 2. 307032014 142038 hitps: #/litecoin.orgd Litecoir - Open source.., 1
| L« |

= Media mu GoToPage | | O Shawing results 1- 128 of 129

e Pictures 1

= Peer to Peer

Last Visited Date/Time - (UTC) 22/03/2014 21:18:53

Biteoin Addresses 1 (dd/MMlyyyy)
URL http:/llitecoinexchangerate. org/c/GBP
= Web Related Title Litecoin Exchange Rate - £8.4891 GBEP - litecoinexchangerate.org

Figure 38 - Artifact search result for “Litecoin” (event 38).
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There are many hits for Litecoin (event 37, 38) as expected. Therefore, we move to the

timeline to give us more information.

@ All Results - 32 records out of 32

P [=]

®

3 | DateTime - [UTLC]..

Artifact

-

Details |—

06/12/201313:52:36
06/12/201313:52.37
06/2/2013 135242
06/12/201312:5415
06/12/201312:5415
06/12/201312:54:31
06/12/201313:54:32

Firefox web History
Firefox web History
Firefox Cookies

Firefox wWeb History
Parsed Search Queties
Firefox wWeb History
Firefou 'w'eb Histan

URL: hitp: £ voviwy.google. co.uk/url?sa=throt=tq=tesrc=sksource=webtcd=9%ved=0CJUBEB.. ]
URL: hitp:#/blog.sossee. com/2013/12/01 /missed-the-boat-on-bitcoin-itecoin-is-still-below-50-

Mame: __utmz, Walue: 234550794.1386337963.7.7 utmcsr=blog. sossee. comlutmecn=[referalll..
URL: hitps: /A goodle. co.uk/Ag=litecoin, Title: litecoin - Google Search, Date Column(s): ...
Search Tem: fitecoin, Search Engine: Google, URL: https://www.google. co.uk/#g=litecain, ..

URL: http:# fvovwy. google, co.uk/ul?sa=throt=g=kesrc=sbsource=webiod=34ved=0CE gQFja..
URL: hitp:/litecoin.org!, D ate Colurnn[s] D ate Visited D ate/Time - UTC -rnrn-dd], Record. =

Figure 39 - Timeline of Artifact search result for “Litecoin” (event 39).

Studying the timeline the following events are recorded in the following periods (event

39), based in our “Litecoin” search:

3rd — 8th December 2013

9™ _ 14" December 2013

15" — 20" December 2013

27" December — 1* January 2014
2" January — 7™ January 2014
26™ January — 31" January 2014
7" February — 12" February 2014
15" March — 20" March 2014

21% March — 26™ March 2014
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32 artifacts

7 artifacts

125 artifacts

2 artifacts

36 artifacts

3 artifacts

1 artifact

2 artifacts

41 artifacts



27" March — 2™ April 2014 17 artifacts

For the purpose of this paper the highlighted dates, consistent with our actions taken with

the most artifacts are of interest.

Looking at the timeline for the 3" to the 8™ December 2013 these entries are of interest

(event 40).

@ All Results - 32 records out of 32

Date/Time - (UTC]... Lubifact Details

061 2/2003 20:27:06 Chrome/360 Safe Bra..  URL: hitpz: /Aitecoinlocal. orgflnde:-: php7plnset 1, Title: Litecoinlocal.org, Date Eolumn[s] Ly
af 2l orgdtrade. phpPid=094@5 T ithe: Laocal - Trade, Date Column(s

0BA12/2013 20:43:03 Chrome/360 Safe Bro..  URL: http://uselitecoin.com/, Title: UseLitecain - the ulimate itecaoin sites directory, Date Col

06/12/2013 20:566:50 Chrome/ 360 Safe Bro..  URL: https://litecoinlocal. orgdvievetrade. php ?id=6279%paid=1, Title: LitecoinLocal. org - Wiew

06/12/2013 21:.02:29 Chrome/ 360 Safe Bro..  URL: https://litecoin.info/Mining_pool_companzonffeward_tepes, Tithe: Mining pool compar

Figure 40 - Artifact showing a possible Litecoin transaction (event 40).

There is an interesting “view trade” URL (event 41):

All Results - 32 records out of 32
Date/Time - [UTC).. Artifact Detailz
06 2/2013 20:27:06 Chrome/360 Safe Bro..  URL: ktps:#/litecoinlocal. aradindes. phpYpinzet=1. Title: Liteca
0EM2/2013 20:29:08 Chrome/360 Safe Bro..  URL: https: //litecoinlocal. org/trade. php?id=1340, Title: Litecoiy
06M12/2013 20:49:03 Chrome/360 Safe Bro..  URL: http:/fuzelitecaoin. com/, Title: Uselitecain - the ulimate |

IRL: ht coinlocal orgviewtrade, php?id=

Figure 41 - Artifact showing a possible Litecoin trade (event 41).

@ All Resulis - 32 records out of 32

Date/Time - [UTC]. Autifact Dietails
DEA2/2013 2215:33 Chrome/360 Safe Bro..  LRL: https:/ /v, google, co.uk /Ho=litecoin+giving+surnames, Tithe: Google, Date Column(z); Last i

DEM2/2003 22:29.37 Chrome/360 Safe Bro..  URL: https://litecoinlocal.orgfuzer. php?id=1791, Title: LitecoinLocal.org - User Profile for p19283?485
I 3 3 Title: LitecoinLocal - Trade. D ate Column(g] Aif

Chrom oinlozal.org/trade. php?id=1

ORA 2420013 22:31:34 Chrome/360 Safe Bro..  URL: https Hlitecointalk. orgdindes. php*PHPSE S 51D =hih 3tggbk uine 382348246k Pitopic=3027.0, T
DEM 242013 231801 Chrome/360 Safe Bra..  URL: https: Mlitecoin. infa/Mining_pool_comparizondDifficuly, Title: Mining pool comparizon - Litecain
51272013 23:22:16 Chrome/360 Safe Bro..  URL: https: //litecain.info/Mining hardware comparizon. Title: Minina hardware comparizon - Litecoin

Figure 42 - Artifact showing a possible Litecoin trade and user id (event 42).

There are no more trade references in this timeframe and know from our actions taken

that our last trade was 22:30:39 that matches the timeline.

Daniel Piggott, Piggott.daniel@gmail.com



9
Taking a look at the Litecoinlocal.org website (event43), we can see what
Litecoinlocal.org is and what it can be used for.
l%‘-!,l_i‘l'ecoi nlocql Infow  Start Here = /¢ Mine g Forums & Signup free & Signin
Litecoinlocal.org connects buyers with Litecoinlocal.org, as mentioned & o U e
on Sign Up Free
. o Seu?rSI ] INTERNATIONAL
Trade litecoin in 1000 cities and 100 countries! BUSINESS TIMES
2014-04-27  Statement regarding site issues (#1
2014-04-07  Follow us on Twitter!
2014-03-23  Site improvements & 12
| ocation: Buver'’s Guide Buv Online Buv with Cash / In Pen

Figure 43 - Checking URL artifact on the internet — (event 43).

Looking at the timeline for the 15th to the 20™ December 2013, these entries are of

interest.

All Results - 125 records out of 125
DateTime - [UTC)..

Artifact Detailz

LIRL: cal - Trade, D

Figure 44 - Artifact showing a possible Litecoin trade and user id (event 44).

17/12/201313:14.00 Chrome/360 Safe Browser .. URL: hitps:/Alitecoinlocal.orgfuser.php?id=1060, Title: LitecoinLocal org - User Profils for ScottJ{

Figure 45 - Artifact showing a possible Litecoin trade and user id and username (event 45).
1712201314292 Chrarme/360 Safe Browser .. URL: hitpz /flitecainlocal orgfviewtrade phpYid=7807&cancel=1, Title: LitecoinLacal.org - Wiew 1

Figure 46 - Artifact showing a possible Litecoin trade cancellation (event 46).

[rated Time - [UTC].. | Aurtifact Dietailz

181242013 09:19:44 Chrome..  URL: https:/litecoinlocal. org/viewtrade. php?id=7607, Title: LitecoinLocal. org - View Trade #7607, Date Colun
1812/201309:21:28 Chrome..  URL: https:/Alitecoinlocal. orgviewtrade, php?id=7743, Title: LitecoinLocal org - View Trade #7743, Date Colun
18/12/2013 09.21: 36 Chrome..  URL: https:/litecainlocal. org/viewtrade. php?id=774 3% cancel=1, Title: LitecoinLocal org - View Trade #7743,

181242013 03:22:09 Chrome..  URL: https:/litecoinlocal. org/trade. php?id=2553, Title: LitecoinLocal - Trade, Date Colurnn(s): Last Yisited D &
18/12/2013 09:23:14 Chrome..  URL: https:/litecaoinlocal. org/viewtrade. php?id=6273., Title: LitecoinLocal.arg - View Trade #6273, Date Colun
184122013 03:23:21 Chrome..  URL: https:/litecoinlocal. org/user. php?id=1025, Title: LitecoinLocal.arg - User Profile for Lewwardington, Datg
1841242013 09:.27:06 Chrome..  URL: https:/Alitecoinlocal. org/trade. php?id=2083, Title: LitecoinLocal - Trade, Date Column(s): Last Yisited Dl

Daniel Piggott, Piggott.daniel@gmail.com



N

0
Date/Time - [UTC].. | Artitact | Distails
18M12/2003 09:28:33 Chrome...  URL: hitps: 4 flitecaintallk. orgfindex. php Ytopic=10186.0, Title: Security do's and don'ts thread. Pleaze read and
18/12/2013 09:29.65 Chrome..  URL: httpz://litecointalk. org/index. php?board=81.0.html, Title: Litecoinlocal.org, Date Column(z): Last Wisited [
18/12/20013 09:30:06 Chrome...  URL: https://litecointalk. org/index. php?action=searchZ, Title: Search Results, D ate Column(s): Last Yisited D
18412420013 09:30:13 Chrome..  URL: https://litecaintalk. org/index. php Ptopic=881 4. mzgE3868Hm:gB 3868, Title: cant withdraw, D ate Colurin(
1841220013 09:31:17 Chrome..  URL: httpz://litecoinlocal.org/buy. php, Title: LitecoinLocal.org - Buy litecoins, Date Column(z]: Last Yisited D af
18M2/2013 09:32:23 Chrome...  LURL: hitps: ¢ /litecoinlocal orgfuzer php?id=4250, Title: LitecoinLocal org - User Profile for ulius83, Date Columg
1841242013 09:32:27 Chrome..  URL: https://litecoinlocal.org/trade. phpid=18E8, Title: LitecoinLocal - Trade, Date Caolumn(s): Last Wisited Dal
1841242013 09:32:33 Chrome..  URL: https://litecoinlocal.org/buy. php?payment=online, Title: LitecoinLocal. org - Buy litecoin:, Date Columnls
Date/Time - (UTC]... | Atifact | [etails
16/12/2013 093208 Chiome..  URL: https:A/itecoiniocal. org/trade. phpid=2729, Tille: LitecoinLocal - Trade, D ate Column(s): Last Yisted Dat |
1812/2013 093325 Chrome..  URL: https://litecoinlocal org/trade. php, Title: LitecoinLocal - Trade, Date Column(z): Last Visited Date/Time - .,
1812/200310:00:57 Chrome..  URL: https:/Alitecoinlocal org/wallet. php, Title: Litecoinbocal. org - Wallet, D ate Column(s): Last Visited D ate/Ti.,
18/12/201310:04:35 Chrome..  URL: https://litecoinlocal ong/trades. php, Title: View Trades - Litecoinlocal.arg, Date Column(s): Last Yisited Da
18122013 10:12:30 Chrome..  URL: https://litecoinlocal ong/viewtrade. php?id=77474paid=1. Title: LitecoinLocal org - View Trade #7747, Dat
18412/201310:14:03 Chrome..  URL: https://litecoinlocal ong/viewtrade. php, Title: LitecoinLocal.org - Wiew Trade #7747, D ate Column(s): Last
181242013 10:21:33 Chrome..  URL: https:/Alitecoinlocal org/login. php, Title: LitecoinLocal.org - Yiew Trade #7747, Date Column(s]: Last Visit.
184122013 10:21:51 Chrome..  URL: https:/litecoinlocal orgviewtrade. php?id=7 747, Title: LitecoinLocal.org - Wiew Trade #7747, Date Colum
1812203 10:2220 Chrome..  URL: https: /Alitecoinlocal orgfindex. php. Title: Litecoinlocal.org, Date Columi(s]: Last Visited Date/Time - UTC .
farzf203 10220 Chrame..  URL: https: /Alitecoinlocal arg/logout php, Title: Litecoinlocal org, Date Column(z]: Last Wisited D ate/Time - UTC,

Figure 47 - multiple artifacts showing possible Litecoin transactions (event 47).

Knowing the actions that have been taken to generate these artifacts, this is the second

trade as the timeline matches. There is a wealth of artifact information here and by

studying these transactions one is able to identify usernames and the four digit numbers

that make up a user ID. However, an investigator can also identify this just from

browsing Litecoinlocal.org, as the information is present in the web page URL when you

click on a user.
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3. Results

3.1. Scenario 1
A user has a Windows 8 laptop, has installed Firefox, with no script add-on and
Tor on the laptop. They have browsed for “Utopia” and browsed the site but have not

made any purchases. They have browsed various Litecoin currency exchanges.

The steps taken on this machine were to download and install Tor. The artifacts
found in Figure 14 show the Tor download. Figure 15 shows search strings entered in the
browser in relation to Tor. However, what was not found were any artifacts in relation to
search entries made by the user through the Tor browser once it was installed. By
keeping a record of the actions taken, the search terms entered in the Tor browser were

the same as were entered and no artifacts were matched by the forensic product.

Moving on to looking for Bitcoin artifacts, a search was actioned for wallet.dat.
This was also not located on this machine and neither was any other Bitcoin or crypto

currency artifacts known to the forensic program.

3.2. Scenario 2

A user has a Windows 7 laptop, has installed the Litecoin application.

The steps taken on this machine were to download and install Litecoin as a peer-
to-peer program. This then participates in the Litecoin P2P community processing

transactions when it is running on the machine.

On running the forensic tool on this machine, it immediately highlighted a Bitcoin

artifact as seen in Figure 23.

Upon closer inspection, the tool seems to do this when it finds a file called

wallet.dat which can be seen in Figure 25.

Once it was known that wallet.dat was on this system a search for “Litecoin” was
entered to go over all the artifacts and pull out these. Figure 28 shows the artifact hits for
“Litecoin”. There are various artifacts ranging from picture files to URLs and search

queries in various browsers. Appendix 6.1.4 shows the icons and image files installed on
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a machine when the Litecoin install package runs. The download of the Litecoin
application can be seen in Figure 33 and this matches our download as documented in

Appendix 6.1.2

3.3. Scenario 3
A user has used a Windows 7 laptop to buy Litecoins through a Litecoin currency

website.

The forensic product again found on this laptop the file wallet.dat indicating the
possible use of a crypto currency on this machine. Looking through the timeline artifacts
in Figure 40 it clearly correlates with our Appendix 6.1.3. On the 6™ December 2013, a

trade was initiated with a user called lewwardington on the website litecoinlocal.org

Looking at the transaction in more detail the trade was initiated at 20:30:52 on the
6" December 2013. The trade id can be seen in Appendix 6.1.7 which has a summary of
the trades and in Appendix 6.1.8 for this specific trade. The Trade ID is 6279. Our
forensic timeline in (event 40, 41) shows a machine user viewing this trade in the URL

artifact.
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4. Summary and Conclusion

Our results confirm that the use of Tor can present problems for forensic artifacts
to be found in terms of activity. This was demonstrated in our first scenario on Windows
8. From a forensic perspective live memory analysis would be a next interesting area to
investigate Tor. Our results can prove forensically that someone used a web browser to
search for Tor and download the Tor browser bundle. A user then used Tor on the
machine. Once the user was running the Tor browser the tool was unable to identify what

actions were taken and proved in our search (event 21).

Virtual currency artifacts from the peer-to-peer Litecoin install demonstrated the
download of Litecoin onto a machine and presence of crypto currency artifacts. However,
other than that, to explore this further the key files of interest to a forensic investigator

would be the wallet.dat and peers.dat.

Peers.dat contains connection information. This may assist in an investigation in
terms of network connections to and from a machine participating on a peer-to-peer

currency network.

The third test where four transactions, (two processed, two cancelled) have
created a host of artifacts shows that cloud forensics is just as important to corroborate
the tools findings. Litecoin and the open nature of transactions have allowed us to draw
together transaction data from the forensic tool. This matches the actions taken. The key
artifacts for an investigator would appear to be user.php web page URLs which contain
user IDs in relation to the website Litecoinlocal.org. Trade IDs and the buy.php URL are
also key artifacts but they do not always confirm a buying transaction. They merely

demonstrate a possible intent to buy and need verifying with other artifacts.

Litecoinlocal.org holds a lot of information to corroborate user’s activity on its

site. Transaction parties are listed, as are all their trades and conversations.

In conclusion, an investigator would be interested in the artifacts, the online
exchange website, the user’s transactions through the online exchange and their Litecoin

balance if one exists. Wallet.dat in this case was not used or taken off line, for example
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on removable media, encrypted. Interestingly if the user removes the Litecoin application

wallet.dat and peers.dat remain on the machine.

Technology offers the use of crypto currencies in a variety of ways in terms of

purchasing and selling. The tools that exist would allow a user to do the following. A user

who wishes to remain anonymous could take the following actions:

I.

2.

Download Tor onto a USB device.

Connect the USB device to a workstation of choice anywhere.

. Browse to a crypto currency exchange and agree to meet in person and purchase

for cash.
Connect the USB device to a different workstation of choice anywhere.

Browse to the crypto currency exchange and download currency to wallet.dat on

the USB device.
Print the details of the private key of the wallet.

Lock the USB away or distribute the USB to others.

. Repeat step 1 with a new USB device.

Further research in this area and consideration of the above may produce a

quicker forensic process when looking for the potential use of crypto currency in forensic

field.
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6. Appendix

6.1. Test Environment & Software versions used

Magnet Forensics

Internet Evidence Finder v6.3.2.0002 — release 02/10/13, file size 11,328,344
MDS5 - d12687d731934¢34bcbf7c5a0e8563cd

SHAT1 - e4ddd0d910fb998aa488c67¢7780ee8a901f905b

Report Viewer v6.3.2.0002 — release 02/10/13, file size 2,949,968
MDS5 - fa3a58d64d80caef51c63b5ee50f5164
SHA1 — 7d66b271f9d06aafeff618191ab43db95ce8dcc2d

Timeline version v6.3.2.0002 — release 02/10/13, file size 902,984
MD5 — 8c7e8c3elea6d281cldcd3dc8dcc5d86
SHA1 - b87e¢36690162daed46ecd68f0b19e2cel5ec680b

Litecoin version v0.8.5.1 — release 12/9/13, file size 13,633,097
MDS5 - d816f8124b0caf4d939150bb4ad446ea
SHA1 -b67187d29d222d158aa69¢c628d9b468713433¢7

Litecoin version v0.8.6.2 —release 11/1/14, file size 13,227,723

MD5 — ceaddf067f39ccac017a9%ecc9616b19d
SHA1 — 3c3a38aa97¢55859d43a471e33618f6c08af2785

6.1.1. Clean Windows 8 SP1 Professional 64 bit laptop
(1.6Ghz, 4GB, 128GB, NTFS)
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6.1.2.

6.1.3.

6.1.4.

Scenario 2 - Used Windows 7 SP1 Professional 64 bit laptop
(2Ghz, 2GB, 300GB, NFTS)

6/12/13 — 20:01 — Litecoin.qt 0.8.5.1 installed.

13/1/14 — 10:11 — Litecoin.qt 0.8.6.2 installed.

Scenario 3- Used Windows 7 SP1 Professional 32 bit laptop
(1.6Ghz, 2GB, 160GB, NFTS)

6/12/13 — Trade on Litecoin.local.org with lewwardington
17/12/13 — Password reset request for Litecoin.local.org
17/12/13 — Aborted trade Dialogue with Scottj on Litecoin.local.org

18/12/13 — Trade Litecoin.local.org with jpsdesign

Litecoin Windows Version 8.6.2 files extraction

Cutput Folder: CiProgram Files!Likecoin

Extract:
Extract:
Extract:

itecoin-gt.exe, .. 100%
COPYIMG, ExE
readme, bk

Ctput Folder: CiProgram FilesiLitecoin,dagmon

Extract:

litecaoind, exe

Cukput Falder: CProgram FilesiLikecoint sic

Extrack:
Extrack:
Extrack:

Extrack:
Extrack:
Extrack:
Extrack:
Extrack:

Extract

Extrack:
Extract:
Extract:

addrman.cpp
addrman.h
alert.cpp

alert.h
allocators.h
base53.h
bigrium.h
bitcoinrpe.cpp

» bitcainrpe. b
Extract:

bloom.cpp
bloor. b
checkpoints.cpp
checkpoints.h
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Last Updated: March 21st, 2017

- Upcoming SANS Training

Click Here for a full list of all Upcoming SANS Events by Location

SANS Pen Test Austin 2017 Austin, TXUS Mar 27, 2017 - Apr 01, 2017 Live Event
SANS NetWars at NSM Security Conference Oslo, NO Mar 28, 2017 - Mar 29, 2017 Live Event
SEC564: Red Team Ops Atlanta, GAUS Apr 06, 2017 - Apr 07, 2017 Live Event
SANS 2017 Orlando, FLUS Apr 07, 2017 - Apr 14, 2017 Live Event
Threat Hunting and IR Summit New Orleans, LAUS Apr 18, 2017 - Apr 25, 2017 Live Event
SANS London April 2017 London, GB Apr 24,2017 - Apr 25, 2017 Live Event
SANS Baltimore Spring 2017 Baltimore, MDUS Apr 24,2017 - Apr 29, 2017 Live Event
Automotive Cybersecurity Summit Detroit, MIUS May 01, 2017 - May 08, 2017 Live Event
SANS Riyadh 2017 Riyadh, SA May 06, 2017 - May 11, 2017 Live Event
SANS Security West 2017 San Diego, CAUS May 09, 2017 - May 18, 2017 Live Event
SANS Zurich 2017 Zurich, CH May 15, 2017 - May 20, 2017 Live Event
SANS Northern Virginia - Reston 2017 Reston, VAUS May 21, 2017 - May 26, 2017 Live Event
SANS Melbourne 2017 Melbourne, AU May 22, 2017 - May 27, 2017 Live Event
SANS London May 2017 London, GB May 22, 2017 - May 27, 2017 Live Event
SANS Stockholm 2017 Stockholm, SE May 29, 2017 - Jun 03, 2017 Live Event
SANS Madrid 2017 Madrid, ES May 29, 2017 - Jun 03, 2017 Live Event
SANS Atlanta 2017 Atlanta, GAUS May 30, 2017 - Jun 04, 2017 Live Event
SANS San Francisco Summer 2017 San Francisco, CAUS Jun 05, 2017 - Jun 10, 2017 Live Event
Security Operations Center Summit & Training Washington, DCUS Jun 05, 2017 - Jun 12, 2017 Live Event
SANS Houston 2017 Houston, TXUS Jun 05, 2017 - Jun 10, 2017 Live Event
SANS Milan 2017 Milan, IT Jun 12, 2017 - Jun 17, 2017 Live Event
SANS Thailand 2017 Bangkok, TH Jun 12, 2017 - Jun 30, 2017 Live Event
SANS Rocky Mountain 2017 Denver, COUS Jun 12, 2017 - Jun 17, 2017 Live Event
SANS Charlotte 2017 Charlotte, NCUS Jun 12, 2017 - Jun 17, 2017 Live Event
SANS Secure Europe 2017 Amsterdam, NL Jun 12, 2017 - Jun 20, 2017 Live Event
SEC555: SIEM-Tactical Analytics San Diego, CAUS Jun 12, 2017 - Jun 17, 2017 Live Event
SANS Philippines 2017 Manila, PH Jun 19, 2017 - Jun 24, 2017 Live Event
SANS Minneapolis 2017 Minneapolis, MNUS Jun 19, 2017 - Jun 24, 2017 Live Event
SANS Abu Dhabi 2017 OnlineAE Mar 25, 2017 - Mar 30, 2017 Live Event
SANS OnDemand Books & MP3s OnlyUS Anytime Self Paced



http://www.sans.org/info/36919
http://www.sans.org/link.php?id=45572
http://www.sans.org/pentest2017
http://www.sans.org/link.php?id=48937
http://www.sans.org/netwars-at-nsm-security-conference
http://www.sans.org/link.php?id=48797
http://www.sans.org/sec564-beta
http://www.sans.org/link.php?id=46215
http://www.sans.org/sans-2017
http://www.sans.org/link.php?id=45247
http://www.sans.org/threat-hunting-and-incident-response-summit-2017
http://www.sans.org/link.php?id=49102
http://www.sans.org/london-april-2017
http://www.sans.org/link.php?id=46220
http://www.sans.org/baltimore-spring-2017
http://www.sans.org/link.php?id=46295
http://www.sans.org/automotive-cybersecurity-summit
http://www.sans.org/link.php?id=46027
http://www.sans.org/riyadh-2017
http://www.sans.org/link.php?id=46230
http://www.sans.org/sans-security-west-2017
http://www.sans.org/link.php?id=47767
http://www.sans.org/zurich-2017
http://www.sans.org/link.php?id=46265
http://www.sans.org/reston-2017
http://www.sans.org/link.php?id=46310
http://www.sans.org/melbourne-2017
http://www.sans.org/link.php?id=46037
http://www.sans.org/london-may-2017
http://www.sans.org/link.php?id=46042
http://www.sans.org/stockholm-2017
http://www.sans.org/link.php?id=47932
http://www.sans.org/madrid-2017
http://www.sans.org/link.php?id=46285
http://www.sans.org/atlanta-2017
http://www.sans.org/link.php?id=47062
http://www.sans.org/san-francisco-summer-2017
http://www.sans.org/link.php?id=47122
http://www.sans.org/security-operations-center-summit-2017
http://www.sans.org/link.php?id=46255
http://www.sans.org/houston-2017
http://www.sans.org/link.php?id=49077
http://www.sans.org/milan-2017
http://www.sans.org/link.php?id=48802
http://www.sans.org/thailand-2017
http://www.sans.org/link.php?id=46270
http://www.sans.org/rocky-mountain-2017
http://www.sans.org/link.php?id=47027
http://www.sans.org/charlotte-2017
http://www.sans.org/link.php?id=46485
http://www.sans.org/secure-europe-2017
http://www.sans.org/link.php?id=49192
http://www.sans.org/sec555-beta
http://www.sans.org/link.php?id=47482
http://www.sans.org/philippines-2017
http://www.sans.org/link.php?id=47032
http://www.sans.org/minneapolis-2017
http://www.sans.org/link.php?id=46022
http://www.sans.org/abu-dhabi-2017
http://www.sans.org/link.php?id=1032
http://www.sans.org/ondemand/about.php

